
VLDS	
  Insights	
  
	
  	
  

Data:	
  Security	
  &	
  Technology	
  Panel	
  

David	
  Ihrie,	
  Center	
  for	
  Innova1ve	
  Technology	
  (Moderator)	
  
Will	
  Goldschmidt,	
  Virginia	
  Department	
  of	
  Educa1on	
  

Aaron	
  Schroeder,	
  Virginia	
  Tech	
  Ins1tute	
  for	
  Policy	
  &	
  Governance	
  



Principles	
  of	
  Good	
  Data	
  Programs	
  

U1lity	
  (Why)	
  
	
  

2	
  

Transparency	
  
(How,	
  When,	
  Where)	
  
	
  
Security	
  (Appropriate)	
  
	
  
Boundary	
  (What)	
  
	
  
Accountability	
  (Who)	
  

Facebook/	
  
Google	
   NSA	
   VLDS	
  

X	
   X	
   ü	
  
X	
   ?	
   ü	
  

?	
   ü	
   ü	
  

?	
   ü	
   ü	
  

X	
   ?	
  ?	
   ü	
  



VLDS	
  Insights	
  
	
  	
  

Data:	
  Security	
  &	
  Technology	
  Panel	
  

David	
  Ihrie,	
  Center	
  for	
  Innova1ve	
  Technology	
  (Moderator)	
  
Will	
  Goldschmidt,	
  Virginia	
  Department	
  of	
  Educa1on	
  

Aaron	
  Schroeder,	
  Virginia	
  Tech	
  Ins1tute	
  for	
  Policy	
  &	
  Governance	
  



Privacy	
  Protec1ng	
  Federated	
  query	
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• 	
  Two	
  Steps:	
  
1.  Iden1ty	
  Resolu1on	
  Process	
  
2.  Query	
  Execu1on	
  Process	
  
• Three	
  Components	
  
1.  Shaker	
  
2.  Data	
  Adapter	
  
3.  Exposure	
  Database	
  



• How De-Identification Works in VLDS System 

GeZng	
  Data	
  Ready	
  for	
  “De-­‐Iden1fied	
  Federa1on”	
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Agency	
  1	
  
Exposure	
  
Database	
  

Agency	
  2	
  
Exposure	
  
Database	
  

VLDS	
  
Shaker	
  

DATA	
  
ADAPTER	
  

DATA	
  
ADAPTER	
  

Agency Firewalls 

The Data Adapters prepare the 
data (including de-identification) 

before leaving the agency 
firewall. 







•  What	
  the	
  Data	
  Adapter	
  Does:	
  

GeZng	
  Data	
  Ready	
  for	
  “De-­‐Iden1fied	
  Federa1on”	
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De’Smith-Barney IV 

De’Smith-Barney 

De’Smith-Barney 

DeSmithBarney 

DeSmithBarney 

Remove	
  
Suffix	
  

Remove	
  
Symbols	
  

De’Smith-Barney IV 
YDXWKQTAGOLCNSVEFHMRJPBZUI 

b164f11d-aa37-44ca-93c3-82d3e0155061 

C57S78XCEBF9WECP2AA9DK59N1CO27QBES54HFD 

DeSmithBarney 

CSXBWPAKNOQS
H 

C57S78XCEBF9WECP2AA9DK59N1CO27QBES54HFD 

Substitution	
  
Cipher	
  

Order	
  
Hashing	
  

Substitution Alphabet – 
Dynamically Generated 
using Hashing Key 
(below) 

Hashing Key – 
Dynamically Generated 
and sent from Matching 
Engine 

CLEANED & 
ENCODED for 
TRANSPORT 



INTERNAL_ID_HASHED	
   FIRST_NAME	
   LAST_NAME	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   X11SDAK3EF86	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

044AA90CE74E2ED3B6B0B0CFE93F8ED263B73050	
   F11BDAE3EM86AE8	
   J11EDAV3E	
  

INTERNAL_ID is the same 
LAST_NAME is NOT 

What do we do? 
Statistical Log 
Analysis and 

Reduction 
We dynamically build a 

new “virtual” record made 
up of “most likely” 

demographics  

Many agencies DO NOT have an 
Index of unique individuals. There 
can be many representations of 
that individual. 

Cleaned and Encoded Matching Data (Internal ID, First and Last Name) 



Probabilis1c	
  Linkage	
  Process	
  (Crea1ng	
  a	
  Linking	
  Directory)	
  

Blocking	
  

m	
  and	
  u	
  Parameter	
  Calcula1on	
  

Matching-­‐Column	
  Weight	
  
Calcula1ons	
  

Match	
  Scoring	
  

Linkage	
  Determina1on	
  
and	
  addi1on	
  to	
  
Linking	
  Directory	
  

(After we have a unique person index for each agency dataset) 

•  Matching	
  a	
  10,000	
  record	
  set	
  against	
  a	
  
1,000,000	
  record	
  set	
  =	
  10	
  BILLION	
  possible	
  
combina1ons	
  to	
  	
  analyze!	
  	
  

•  It	
  will	
  take	
  many	
  hours/days	
  
•  However,	
  we	
  know	
  there	
  can	
  only	
  be	
  at	
  

most	
  10,000	
  -­‐-­‐	
  Big	
  waste	
  of	
  1me	
  and	
  
resources	
  

•  Instead,	
  we	
  block,	
  aka	
  “pre-­‐match”,	
  on	
  
differing	
  criteria,	
  like	
  last	
  name,	
  birth	
  
month,	
  etc..	
  This	
  usually	
  cuts	
  down	
  
possible	
  combina1ons	
  into	
  the	
  10k-­‐100k	
  
range	
  –	
  much	
  bemer!	
  

•  We	
  block	
  on	
  many	
  different	
  criteria	
  
combina1ons	
  in	
  case	
  one	
  blocking	
  scheme	
  
misses	
  a	
  match	
  (e.g.	
  because	
  of	
  
misspellings)	
  	
  

•  The	
  m	
  probability	
  (quality)	
  -­‐-­‐	
  if	
  we	
  have	
  
two	
  records	
  that	
  we	
  know	
  match,	
  then	
  all	
  
of	
  the	
  paired	
  field	
  values	
  should,	
  in	
  a	
  
perfect	
  world,	
  match.	
  If	
  some	
  of	
  the	
  fields	
  
don’t	
  match,	
  then	
  we	
  have	
  some	
  degree	
  
of	
  quality/reliability	
  problem	
  with	
  those	
  
fields.	
  

•  The	
  u	
  probability	
  (commonness)	
  -­‐-­‐	
  if	
  we	
  
have	
  two	
  records	
  that	
  we	
  know	
  don’t	
  
match,	
  how	
  likely	
  is	
  it	
  that	
  the	
  values	
  in	
  a	
  
par1cular	
  field	
  pairing	
  (e.g.	
  “City”)	
  will	
  
match	
  anyway	
  (because	
  of	
  the	
  rela1ve	
  
commonness	
  of	
  the	
  values)?	
  	
  

•  Matching,	
  Weigh1ng	
  and	
  Scoring	
  
•  Weights	
  for	
  matches	
  and	
  non-­‐matches	
  

are	
  applied,	
  and	
  scores	
  are	
  summed	
  
DS_1_UNQ_ID	
   DS_2_UNQ_ID	
  

LN_MAT
CH	
  

FN_MAT
CH	
  

BD_MAT
CH	
  

BM_MAT
CH	
  

BY_MAT
CH	
  

G_MATC
H	
  

F_MATC
H	
   SCORE	
  

4688B2133F14C8
199823C8403372
15AB3D3B29E9	
  

2E56D712A3D06
7F72AC8F55369
955C07AD9883A
7	
   -­‐0.32863	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  15.64562	
  

010CE606E5377B
E06E5A8CAFB744
469FC8AD294B	
  

2F71159DC11FF
41501CA566BB0
9226FDA33176E
F	
   -­‐0.32863	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
   -­‐2.63347	
  8.184482	
  

23F83BEFE63B2C
D834F9321CC101
775CA45ADE68	
  

0567FD2B0C73D
17B0BF6557760
B7D25A6C989C6
B	
   -­‐0.32863	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  15.64562	
  

89B297C9C6B6B0
A08B624E93B66C
A72A0D66FF2E	
  

15E8F1EF7836B
73B217EF9D15F
20A3571E03332
4	
   1.374464	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  17.34871	
  

020CE2F16598957
659AE2A7D3B49D
1638693422C	
  

1C42EB0E1FBA6
D06F47C4A0D7
D5EA6C89CC21B
5B	
   1.374464	
  2.083825	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  19.81521	
  

86EE156D74C29D
F4DDAC621F86CC
9E0BC8CA0BD6	
  

0DED671A93276
C5BCEBC0BCBB9
15159320365B3
3	
   -­‐0.32863	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  15.64562	
  

DD3DFB0CDEDD9
F076DCB613AC81
BC0EB0A1266ED	
  

0D55B49A56B0F
8FA9A9C514040
0C564B4E2AB9E
7	
   1.374464	
   -­‐0.38268	
  4.860003	
  3.558016	
  3.111244	
   0	
  4.827663	
  17.34871	
  

•  Linkage	
  Determina1on	
  –	
  A	
  Cutoff	
  score	
  
needs	
  to	
  be	
  set	
  for	
  each	
  blocked	
  
comparison,	
  below	
  which	
  a	
  link	
  is	
  not	
  
accepted	
  as	
  a	
  real	
  “link”	
  

•  The	
  best	
  method	
  of	
  establishing	
  this	
  cutoff	
  
is	
  for	
  the	
  system	
  operator	
  to	
  work	
  with	
  a	
  
content-­‐area	
  expert	
  to	
  determine	
  the	
  
peculiari1es	
  of	
  data	
  for	
  that	
  content-­‐area	
  

•  In	
  some	
  data	
  sets	
  in	
  may	
  be	
  very	
  unlikely	
  
that	
  a	
  birthdate	
  was	
  entered	
  incorrectly,	
  
while	
  in	
  another,	
  it	
  may	
  happen	
  very	
  
regularly	
  –	
  a	
  computer	
  can	
  not	
  
automa1cally	
  know	
  this	
  

•  Once	
  these	
  cutoffs	
  are	
  set,	
  they	
  don’t	
  
need	
  to	
  be	
  changed	
  unless	
  something	
  
dras1c	
  occurs	
  to	
  change	
  the	
  nature	
  of	
  the	
  
dataset	
  


